9 Nachtblitz 1.4.25 Release Notes — January 24, 2015

Happy new year everyone!

1. A dedicated user by the nameJafskiercontacted me and sent me a Polish
translation. Thanks Jaskier! Of course it's incldide new releases.

2. Nachtblitz now allows you to reduce the aggressgsrof its file hashing operations.
In case you need your hard drive for other workj gan simply slide Nachtblitz into
a more relaxed state where it accesses your drore stowly.

Hard Drive Load Threshold (Hashing): 100%

U

The slider is actually quite sensitive, so 99% waiteady cause a lot of slowdown.
You will rarely need to go below 95%. Hashing viadisically take forever as you slide
toward 1%. Thank yokantdmador suggesting this feature.

3. Search result tabs now contain the time a file fivasand last spotted during searches
(this is meaningful as you can run a search meltijphes). If you don’t delete the
search results constantly, you can use these ey to see if new files have
appeared on the network. Just as sorting by sogiees you the most popular files,
sorting by the time a file first appeared gives Vo list of newest files. This feature
is so simple that it's embarrassing | didn’t thimfkit myself. Yet again thank you
Fantdbmas for suggesting it (still | twisted thead®mmewhat to my liking).

4. This release introduces the Kademlia filter, aisgpdy called (referring to my
personal motivations) thRieberfilter. Whatever you call it, you can now basigall
censor your own client in a text-based fashion.réJsan create, circulate and employ
block lists to rid their Kademlia index and searebults of unwanted file names.

General Scope of Application

Enabled () Use the global default scope

Rule title: (@) Use the following scope

Censor Artistic Harassment [ Filter what I index (local Kademlia index)
[ Filter what | publish to others
[ Filter what others can find through me

Filter what | find (search results)

Rules

Block file names containing all of the following words (AND):

justin

Block file names containing at least one of the following words (OR):

bieber timberlake

But don't block file names regardless of the above if they contain any of these words (NOT):

*parody*

] l Cancel
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Is this an effort to begin 12P censorship?
Short answer: No. You can skip the rationale bedod jump to point 5.

Long answer: When this feature was first suggesteds skeptical myself. But then
the person that requested the feature (the higisipof feature requests, namely
Fantbmas) pointed out that he personally didnt ¢eenfortable with promoting I2P
file sharing while there is so much (in his viemanted content on the network.
Also other users showed interest in this feature.

In the factory setting Nachtblitz will always hathe filter blank and disabled as long
as | am in charge. | will not ship any block listsh Nachtblitz. So by default
Nachtblitz was, is and will be non-discriminatorithwegards to files names and
content. Any filtering is entirely opt-in and blotikts are just add-ons. I'm also
opposed to the idea of filtering out something hestause someone tells you so. Only
use the feature if you do it based on your ownaeiag) and conscience.

| don't like the idea of government-driven censgusdnd information control.
Without freedom of speech at their core, civil aditical rights would be inexistent.
But there’s a huge difference between meddling wighmail of others and managing
your very own mail. In I2P you kindly allow othexsroute their encrypted mail
through your machine. You may not and cannot insped selectively filter that mail,
as it’s not yours. Still you may examine your owaiknas you're the one that it's
finally directed at. And of course you can throwagwpieces of your personal mail
that you don’'t want to keep. You can also refuseegpond to mail that annoys you.

It's effectively the difference between sabotagé aon-participation, between
tyranny and self-determination, between coerciah@ice, or more precisely
between feminism and MGTOW. So the filtering featisr not a means of social
oppression, but rather the opposite, a means ofithdl freedom as inyour
machine, your choicAnd that perfectly suits my understanding of Nhttz.

5. Nachtblitz now allows you to move a (complete) fil@m one directory to another
with only a few mouse clicks. On Windows it worka@othly even while the file is
being accessed (this probably goes for Linux a$ wel you can upload and move a
file at the same time.

<Parent Directory> {C:\Nachtblitz)

My Documents
My Music
My Pictures

My Videos
Move to Directory

Finally I had an idea on my own!

6. The client will now (from 1.4.25 on) refuse to cachto the network if one full year
has passed since its release date. A message baxfevm users affected by this and
tell them to upgrade. This allows me to more boltlyance Nachtblitz network
capabilities without having to support all olderddtblitz clients. | want protocol
improvements to transpire fully within one year.
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7. | realize that there are quite a lot of featurauesgs in the pipeline and that translators
cannot fully translate Nachtblitz currently, asavien’t enabled it. | will not be able to
solve this in the short term, due to a lack of d@wment resources. For the near future
| plan to take a look at the suggestiondumknownUseras a lot of them are quite
convincing. Now that the Bieber filter is finishddyill prefer changes that actually
transpire in improved transfer capabilities, aythee the core task of a file sharing

client and serve all users the most.

Stephan Roéger

http://echelon.i2p/nachtblitz/
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Contact

Constructive criticism and an outside view areaaltfor software improvement. You can
provide input by email taachtblitz@mail.i2pThis address works only from within the 12P
network which is in the best interest of your owroaymity.

Considerations

What is Nachtblitz?

It's a file sharing client for the 12P network rung on .NET. It masters the 12P dialect of
eD2k, so it’s able to interact with iMule. Nachtblis suited for anonymous file sharing.

What does the name Nachtblitz mean?

Night + lightning: Something that travels swiftlyrough the dark. How to pronounce? It's up
to you.

Where to get Nachtblitz?

Echelon has kindly agreed to host it, so the dffiviay is to download Nachtblitz anony-
mously inside the 12P network from Echelon’s siséng a normal web browser:
http://echelon.i2p/nachtblitz/

How to install Nachtblitz?

No installation is needed. Just extract the fitesifthe release archive into a folder on your
hard drive and ruiachtblitz.exeThe application does not require write acceshedolder
with the binaries.

Nachtblitz has no auto-update functionality, but ganerally detect if an update is available
while operating. Updating must happen manuallygddynloading the latest release archive
with a browser and extracting it. Note that it'e recommended to mix release files from
different archives, so better use a fresh foldeearove all old files when updating.

Is Nachtblitz free of spyware?

Let me make this clear: Yes! Nachtblitz is compiefeee of malware, spyware and ads. It
does not phone home. Users of an anonymous filtngheient want and expect strong
privacy protection. Consequently Nachtblitz is btol prevent that your true identity gets
exposed. With some technical skills you can buitidblitz yourself, as the full source code
is open and includes project files for Visual Stu@iou can use them with VS2008 or later).

Are the binaries code-signed with a key from a CA?

The main reason | sign the binaries is to enabletgaheck if a binary comes from me or
not. For this a certificate authority (CA) is nefjuired, so the key | use is self-generated and
not from a CA. Consequently, your operating systahnot trust the corresponding
certificate by default. The upside of this is thiat CA has security problems (for example if
the root certificate is compromised), Nachtblitziéginitely not affected. All deployed

binaries are “Authenticode”-signed using Microse#ign tool. In addition, all .NET-based
assemblies are strong-name signed during compilatith the same key.
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Are the Nachtblitz binaries 32-bit or 64-bit code?

The binaries | supply are in fact .NEEsembliesvhich are (in this case) platform agnostic,
meaning they do not target a specific platform.ylbentain code in thEommon

Intermediate Languag€CIL), which gets translated into native codetfog appropriate
platform on launch. This translation is done by fiET Runtime and is callgdst-in-time
compilation It happens incredibly fast, so you won’t evenigit. What all this means is

that Nachtblitz will run in 32-bit or 64-bit modepending on the mode of the .NET Runtime,
which usually depends on if you're using a 32-bi64-bit operating system.

An exception is the Nachtblitz native library, whiis already fully compiled into native code
(hence the name) targeting x86 and x86-64 (Nati@akBNativex86-64.dll).

What software does one need in order to make NacHttz run?

* .NET compatible operating system (like Windows oitwith Wine)
* .NET Runtime and Framework (any from 2.0 to 4.8¢Juded in modern Windows
* Working I2P router (requiring Java Runtime Enviramnt) with SAM bridge enabled

What version of the .NET Framework should be used?

In short,.NET Framework 4 (4.0 or 4.5) is currently recommended to run Nildzton —
though Nachtblitz also works on 2.0 or 3.5. ltasommended to have the full framework and
not just the so calle@lient Profile (reduced) edition.

In more detail:
For Windows XP, Windows Server 2003, Windows Vistandows Server 2008 (also R2)
and Windows 7, the Framework 4 is recommended fdll@ving online installer can be used

to install the appropriate Framework 4 for your e architecture:

https://www.microsoft.com/en-us/download/detailpy8d=17113

Note that Framework 4 can only be installed if Fearark 4.5 is not installed yet. If you are
running Windows 8 or Windows Server 2012, you sti@lteady have the Framework 4.5
preinstalled.

If you are running Windows 2000, then Framework2ebvice Pack 2 is recommended. An
offline installer can be downloaded here:

https://www.microsoft.com/en-us/download/detailpyd8d=1639

It is strongly recommended to use Windows Updateteive vital security updates for your
operating system as well as any installed .NET Exaonks.

How to run Nachtblitz on a platform other than Windows?

The recommended way is using Wine and the origh&Il Framework 2.0. The Nachtblitz
project’s webpage contains a tutorial on how toesnrWine. If that's not an option, you
could virtualize Windows.
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What software is needed to build Nachtblitz binaris?
I build Nachtblitz using the following tools, usiyaWith the latest updates installed:

* Microsoft Visual Studio 2008
e Microsoft Visual Studio 2010
* Microsoft Windows SDK v7.0a (included in Visual 8ta 2010)

Do you provide free software consulting to develops of a Nachtblitz fork?

| voluntarily provide people with free and open-smmufile sharing software. | also do some
free tech support for the users of this softwarehis I'm supported by a number of voluntary
users and translators, which contribute to thegotdpr free. However, | do not aid in the
development of a Nachtblitz fork, because any sativity would diminish the time and

effort | can spend on developing the original Nabt#. As | figure the original Nachtblitz is
the solution and not the problem, | believe thatiévelopment is my most valuable
contribution to the community and preferable tqdising development resources.

How does one enable the SAM bridge of the I2P route

In the English web interface of the 12P routerd¢asersion 0.9.1):

On the main page of the 12P router, clicki2R INTERNALSNavigate to thé2P Client
Configurationusing the upper navigation bar on the right pfeke sureRun at Startugs
checked next t&AM application bridgelf not, check it and click oBave Client
Configurationat the bottom (you may have to restart the rdigtethis to take effect).

Does one have to change firewall rules in order tase Nachtblitz?

You usually do not, since personal firewalls noigndb not regulate traffic that goes through
the loopback network interface of the local macl{that normally has the IPv4 address
127.0.0.1). If your firewall works different, youould have to explicitly allow Nachtblitz to
connect to the I2P routers SAM bridge at 127.0p@st 7656 (default) using the TCP
protocol. It is not recommended to connect to & 3$AM bridge that is not on the machine
the client runs on without extra protection, sittee (last mile) traffic between the SAM
bridge and Nachtblitz is not encrypted.

Can one safely tell his/her I12P addresses to othérs

This is a very important question touching the he&f2P anonymity. On the one hand it is
clear that Nachtblitz has to reveal your I2P adssdo other clients in order to interact with
them. But on the other hand there is a secretwaehlin that others may not be able to link
your I2P addresses to your true identity. So | Wioecommend that you never tell your I2P
addresses to anyone (for example if you are askadarum or per mail). Same goes for your
user hash, client ID, nickname, Secldent keys,Letave that stuff to the client.

Does Nachtblitz allow others to browse the sharedi@ctories?

No, as a design decision Nachtblitz does not reteatatalogue of shared files to others if
asked. It will also refuse to reveal the namedefdirectories the files are in. Other clients
can only ask Nachtblitz if a certain file (meaneig2k file id) is available. Still someone
could try to guess all the files you provide bydhkiag for what files your client was
published as a source, but this procedure woultlb@ersome and not necessarily reliable.
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What's the difference betweerincomplete and missing files?

The concept oincompleteversusmissingfiles is alien to users accustomed to iMule and
needs some clarification. Nachtblitz discriminatege types of files:

* Incomplete files Files that are not yet fully downloaded and egrdly in the client’s
application data files. They are not directly visibn your hard drive yet. Of the three
types, only incomplete files are supposed to eeedgwnloaded.

Colors:orangewhen inactiveplue when active.

» Complete files Files that reside inside a shared directory ardaacessible to
Nachtblitz. You can see them on your hard drivevels as in Nachtblitz. Of the three
types, this type is the only that directly représem object on your hard drive.
Colors:greenwhen inactivepluewhen active.

* Missing files Missing files are like shadows of former complites. Those files
once resided inside a shared directory in the fofrcomplete files, but aren’t there
anymore. Possible reasons: They were deleted, mmyient got inaccessible or had
their file content changed. Nachtblitz sill hasoacept of those files and stores some
information about them (like transferred volumegesp limits, etc.). As soon a file
with matching file content is detected inside ahgred directory, the missing file
becomes a complete file again. Nachtblitz won’t dimad a missing file (you can
however manually convert a missing file into anoimplete file using the context
menu on the files tab: “Turn Selected Missing Fitegs Incomplete Files” — which
will enable you to download this file).

Color: red (always inactive).

You can manually remove incomplete and missing fiftem Nachtblitz by using the context
menu on the files tab (“Remove Selected Incompmetdissing Files”). If there are a lot of
missing files listed (hundreds or more), you migbsider removing some of them in order
to free up resources. But be careful not to seladtremove files you do want to keep.

Expert info: When Nachtblitz launches, it only kreimcomplete and missing files. Not until
Nachtblitz scans the shared directories will sofni® missing files become complete files
(usually without the user noticing). Please not tlachtblitz identifies files not primarily by
their name and other metadata, but actually thrakgin file content (the binary stream the
file is really about).

How to create custom tabs?

While the main window of Nachtblitz is in the foregnd, press the F3 key in order to view
theFilestab. Right below the topmost tab control theressibordinated tab control. Right
click on any tab from this control and a contexthmevill appear that allows you to
create/modify/hide/remove your own tabs.

What is the temp folder for?

Thetemp folderis used like a scratchpad and holds files thaallysonly exist for a couple of
seconds, rarely longer. The main purpose of thesg files is keeping the application’s
memory footprint small. The temp folder is not usedhold partial downloads (the way iMule
uses its temporary directory). Nachtblitz’'s partlalvnloads are stored in tapplication data
directory (see below).
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Where does Nachtblitz store partially downloaded fes?

While a file is partially present on your local\kj its fragments are stored inside the
application data directoryYou can tell where the client stores this datati@hs dialog ->
Application Directories -> Application data.

What is the preview folder?

Thepreview foldeecomes necessary since Nachtblitz's partial doadd are not
interpretable by other applications and thus ca@'tirectly used for previewing. So when a
partially downloaded file needs to be previewedgiNhlitz creates a preview file in the
preview folder, copies the beginning of the palgidbwnloaded file into the preview file and
plays/runs it. From time to time you might wishrémnove the preview files to reclaim wasted
drive space (the options dialog has a button tthdoconveniently).

What application data files contain sensitive data?

This paragraph is about the threat imposed by soeeto has physical access to your hard
drive against your will, say after stealing thevdriThe client uses four files (Core.index,
Core.body, Incompl.index, Incompl.body) on yourddrive to store basically everything it
needs to know (preferences, search history, incet@plownloads, etc.). But this is not to say
that there aren’t other possible traces on youwl dawe. Nachtblitz will for example make
use of temporary files that are short lived, bugmibe recovered by someone who
forensically examines your hard drive. Also keemind that any application you execute
(the I2P router as well) will use memory, and meyrean be written into the page file by
your operating system. Through this and other O&eaé mechanisms (like hibernation or
anti virus logs), there are always possible tratg®ur online activity on your system drive.
For this reason you might consider encrypting yentire system partition using free software
like TrueCrypt(version 7.1a). If you're using Windows and dar@nt to encrypt your system
partition, you might at least set the followingistgy value to 1 (it's zero by default):
HKEY_LOCAL_MACHI NE\ SYSTEM Cur r ent Cont r ol Set\ Cont rol \ Sessi on
Manager\ Menory Managenent\ Cl ear PageFi | eAt Shut down

This will make the operating system fill your pdie(s) with zeros each time you shut down.

Nachtblitz has finished downloading at 100% completness, but the downloaded file
doesn’t appear on the hard drive.

Please make sure you have set an output dir (Gptimhog -> Shared Directories -> Set
Output Dir). If you did and the file isn’t creataéter a few minutes, one reason can be that
your hard drive is running out of free space. Malkee you have at least the size of the file
you downloaded (better a couple of hundred megabytae) available after downloading
has finished.

Is an ingoing connection used for uploading and aautgoing for downloading?

Not necessarily. An ingoing connection is one thas initiated by a peer and accepted by
your client. An outgoing connection was initiatedyur client and accepted by a peer.
Regardless of who initiated the connection, botlipemts can send and receive data through
the connection (full-duplex): Each of both conndatients can upload and download
through any established connection.
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Is Nachtblitz a 100% managed application?

Managedin this context is a .NET specific term. Yes, Niatitz is 100% managed if you
T really need that. There are three ways in which

Nachtblitz = Nachtblitz can run. 1) Fully managed and “safe”.
- ey 2) Fully managed with minor (so called) “unsafe”
g ' : portions for better speed. 3) Managed, safe and
-eé‘ o A . unlsa)lf;e, plus nr;tive (MS V\éindows anr(]j Wine )
PRy’ Natve, | only) for even better speed. Option three is the
I." “‘ﬁ ﬁ\\"m"'\\ \ | default. If you desperately need (the painfully
— | Operating \—‘ | | slow) option one, you will have to recompile the
| | | \ System | | | . . .
'. i b S o | suppqrt I'|brary without the conditional '
_,”q& | compilation symboFAST The schematic to the
\ %7 Runtime ¥ / left shows the major execution components of
> / Nachtblitz and their relation to another, with the
~.__ Support Library _- ' main executable layered around (in the default

s configuration).

What is TAICH?

At some point | will explain that in detail. TAICBtands for “Tigerized Advanced Intelligent
Corruption Handling”. It has nothing to do with AHZ 1 was just too lazy to invent an
entirely new name. It's also not about the so ddliteger tree” that other P2P networks use
(BitTorrent, Gnutella2). But it too uses a formtigfer tree, just a different one. | recommend
including the TAICH hash whenever you distributee®?®k link for the 12P network
(Nachtblitz created collections always include A)TAICH hash uses the same encoding as
an I2P address (casing matters) and looks for ebealikp the following line:
vemr-~92P3tskPXJBIbcVQjpuJaKhk6-

Nachtblitz crashed — what to do?
Please see if there is a file named “NachtblitzBlrag.txt” in the folder...

“C:\Users\<USER NAME>\AppData\Roaming\Nachtblitz”
...or (on Windows XP) in the folder...

“C:\Documents and Settings\<sUSER NAME>\Applicatidata\Nachtblitz”

...and mail that to me (see contact information presearlier in this document). If you

aren’t using the latest version of the client (pkeaheck the website), try upgrading to the
latest release and see if the problem persisyaulfare already using the latest version and the
error happens too often, you might try if an oldersion doesn’t have the problem and
downgrade until the problem is fixed.

Are translations available?

So far four translations (French, German, Polisth @&panish) besides English are available. If
a desired translation is missing, consider creatimg yourself. There is a guide in the folder
Translationsof the Nachtblitz release archive.
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TRADEMARK NOTI CE

ANY TRADEMARKS THAT THI S DOCUMENT AND ANY ASSOCI ATED MATERI AL MENTI ONS OR
DI SPLAYS ARE THE SOLE PROPERTY COF THElI R RESPECTI VE OANERS.

DI SCLAI MER OF WARRANTY, DI SCLAI MER CF LI ABILITY

THE CONTENT OF TH' S DOCUMENT AND OF ANY ASSOCI ATED MATERI AL | S PROVI DED "AS
I'S" W THOUT WARRANTY OF ANY KI ND, WHETHER EXPRESS, | MPLIED, OR STATUTCRY,

I NCLUDI NG, BUT NOT LIM TED TO, THE WARRANTI ES OF NON-| NFRI NGEMENT. THE
AUTHOR(S), OWNER(S), PUBLISHER(S), DI STRIBUTOR(S) AND APPLI CABLE

| NTELLECTUAL- PROPERTY OANER(S) OF THI'S DOCUMENT AND OF ANY ASSOC| ATED
MATERI AL DI SCLAI M ANY AND ALL WARRANTI ES OF ANY KIND. I N NO EVENT WLL ANY
OF THOSE PARTI ES BE LI ABLE TO YOU OR TO ANY OTHER PARTY FOR ANY DAMAGES

AR SING OUT OF ANY USE OF THI'S DOCUMENT OR OF ANY ASSOCI ATED MATERI AL.

TERMS AND CONDI TI ONS OF SOFTWARE
I N ORDER TO USE THE NACHTBLI TZ SOFTWARE, YOU HAVE TO AGREE TO THE TERMS AND

CONDI TI ONS STATED I N THE ACCOVPANI ED LI CENSE FIRST. |IF YOU DO NOT ACCEPT
THESE TERMS AND CONDI TI ONS, DO NOT USE THE SCOFTWARE.
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